CPOMS – Protocols for use

September 2021 

What is CPOMS?

CPOMS is a secure online system which allows staff to report information or concerns about a child. This information can then be shared with the people who need to know allowing the appropriate action to be taken. The system means that all the information logged by a variety of staff about a particular child is kept together. Chronologies can be produced quickly allowing patterns to be spotted and support to be put in place. Documents such as: minutes of meetings; Child Protection plans; Education Health and Care Plans; Annual reviews and reports from outside agencies can also be uploaded into the child’s online document vault. This allows those with access to find information concerning the children in school and senior leaders to access information on any child in the school. It also makes it easy to electronically transfer information securely between schools at transition points. 
1. Information Sharing

Under Data Protection Legislation, all personal information kept in school must be treated sensitively, in a lawful, fair and transparent manner, should only be kept for as long as is absolutely necessary, should be accurate and should be stored in a confidential, secure manner.  There must be a lawful reason to share information. 

All staff are responsible for ensuring that:  
· Any personal data that they hold is kept securely;  
· Personal information is not disclosed orally, in writing, via web pages or by any other means, accidentally or otherwise, to any unauthorised third party;  
· Information or data about pupils is only shared with other staff as necessary and only by secure methods (such as the secure email provider).

However, with regard to safeguarding children from harm, we recognise the key messages given in Keeping Children Safe in Education 2021.  We know that information sharing is vital in identifying and tackling all forms of abuse and neglect and recognise that Data Protection Legislation does not prevent us from recording and sharing information for the purpose of keeping children safe.  Fears about sharing information must not be allowed to stand in the way of the need to promote the welfare and protect the safety of children. We recognise that the Data Protection Act 2018 contains ‘safeguarding of children and individuals at risk’ as a processing condition that allows practitioners to share information.  This includes allowing practitioners to share information without consent, if it is not possible to gain consent, it cannot be reasonably expected that a practitioner gains consent, or if to gain consent would place a child at risk.
When children leave school, safeguarding and serious behaviours data will be transferred to the new school, or home school, along with other information we are obliged to pass on to comply with the DFE, and information necessary to protect the vital interests of an individual.
All information shared with a child’s new school will be sent securely and a receipt will be required which will be kept in both the sending and receiving school.  Safeguarding records are retained for a child until their 25th birthday. (It is recommended that in the situation of electronic transfer, an email is sent to the receiver asking for confirmation that the number of files sent have been received.  The receipt will then be the reply by return of email and should be stored securely.
CPOMS may be used for:

· Reporting a safeguarding concern (all staff)
· Reporting incidents of violent, destructive or verbally abusive behaviour - behaviour is considered serious or persistently challenging behaviour. Generally, this would be at a level that warrants SLT involvement. (The member of staff who dealt with the incident or initially witnessed it)
· Reporting incidents of bullying (a bullying report may also need to be completed) (SLT)
· Reporting racial incidents (a racial incident form will also need to be completed) (SLT)
· Parental reported incidents action (the person who spoke to the parent)
· Summarizing the key points of meetings with outside agencies or other professionals (SLT, SENCo or the person who represented the school at the meeting)
· Recording the follow up actions for any incidents that have been dealt with
· Recording visits from outside agencies (SLT, SENCo or DSL)
· Uploading minutes from Child protection or Child in Need meetings (SLT or DSL)
· Uploading CYPs (Child and Young Person’s police report) (DSL)
· Uploading letters and reports from outside agencies (e.g. Educational Psychologists, Speech and Language Therapist, Occupational Therapist, Child and Adolescent Mental Health Service etc.) (SLT,SENCo or DSL)

· Uploading copies of plans (e.g. Education Health and Care Plans, Annual reviews, Care Plans, Behaviour plans, Individual Education Plan, risk assessments, PEEPs PEPs, Individual Health Care Plans) (SENCo, DSL)

2. Who can view and input information on CPOMS? [Schools may wish to identify their own protocols for those groups that are in itallics]
Information will always be shared on a need to know basis.  This may mean there will be times when you have submitted information, but are not made aware or any further information or the details of any outcome.  

· The HT, AHT and DSL are able to view all information and input information for all sections.

· Teacher
· Teaching Assistant
· Support staff (administration)

· SENCos are likely to have access to all sections apart from child protection, (unless they are also the DSL).

· Lunch supervisors do not have access to CPOMS.  They are made aware in training that any concerns should be reported to a DSL with the school.  If the DSL deems necessary, they will input information onto CPOMS via their own login whilst they are with the supervisor.
· Outside agency staff such as Sports coaches etc. do not have access to CPOMS.  They are made aware during their induction to the school that any concerns should be reported to the DSL and a written record made which is dated and signed.  If the DSL deems necessary, they will input information onto CPOMS via their own login whilst they are with the coach.
3. How do I log in to CPOMs?

· Initially every member of staff will receive an email invitation to log in to CPOMS and create and individual password. The Administrator Mrs H. Collin will add staff emails onto the system and this will generate the invitation. To get to the initial login screen follow the link in the email or go to:

 https://collegetownpri.cpoms.net  
It will probably save time in the future to set this link up as a favourite or as a shortcut on your desktop. 

· The login screen looks like this: 
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If you are a new user and don’t have a password then click straight on the ‘forgotten your password……’ message and set up a new password. After that you will be able to log in directly from this screen. 
· The CPOMS screen will look like this: [image: image2.png]Dashboard





4.  How do I log an incident?
a)  Click on Add Incident in the purple banner at the top of the initial screen. 
b) Enter the Student’s name in the student box it will show options from SIMS as you type.     

     PLEASE ENSURE YOU SELECT THE CORRECT NAME
c) Enter your concern in the Incident box.   

            Guidelines for recording an incident on CPOMS

· Write a succinct and factual account of the incident/observation 
· Remember, anything you write on CPOMs could be subject to freedom of information and could, therefore, be seen by parents, courts or serious case reviews 

· Do not express your opinion as these records could be used as evidence.  Do not add multiple exclamation marks or write in capital letters when making your entry even though you may feel frustrated. Below are examples of your opinion rather than facts:
· Really angry

· Threatening

· Rude

· Stormed off

· Aggressive

· As per usual.… 

· Surprisingly … (avoid adverbs such as this)

· The repetition of such incidents is becoming frustrating for staff and other children … (be careful not to express you own emotions regarding the situation.  If CPOMs is called as official evidence, it will be very unhelpful.)

· Aim to remain factual

· The parent spoke loudly in close proximity to my face (approx. 15cm)

· The parent paced the room.  Her fists were clenched.  She would not respond to the invitation to sit down.

· The child was tearful.  They struggled to speak whilst crying. They repeatedly asked if I could not tell anyone (approx. 6 times).  Their emotions and language suggested to me they were distressed.
· I felt threatened because the parent used the phrase ‘I’ll make sure you don’t say things like this again’.  

· I felt the parent had become angry with me because he told me in a loud voice ‘You are a complete bitch and don’t care about me or my children in the slightest’. (Write the actual language that was used).
· Use full names not initials as it can be difficult to identify who the adults and children are. The site is very secure.  Do not add names of other children who may have been involved, for example,

·  Mr J Smith was informed that his daughter, Amelia Cooper, had repeatedly threatened another child over the last two days.  A meeting has been set up with Mr Smith and Jane Best (AHT) after school today.
· (If there is a common family first name ensure you identify the role clearly, e.g., John Smith (father)).

· Be careful to be accurate and specific as once you submit the incident you cannot delete it. Whilst the incident can be edited, this is time-stamped and shows as an edit on the system.
·   Incidents should be added as soon as possible after the event but must be within 24 hours. IF YOU ARE CONCERNED ABOUT A CHILD’S IMMEDIATE SAFETY OR NEED SOME ADVICE PLEASE SEEK OUT ONE OF THE DSLs (Trudi Sammons, Emma Britton, Jade Faircloth, Fiona Mitchell or Helen Collin TO PASS ON YOUR CONCERN IN PERSON BEFORE RECORDING IT ON CPOMS. 
· Some incidents will require an action. If you have already taken action, make sure you record this as part of the incident. If there are any additional actions following senior leader input these must also be recorded as part of the log. 
· The person who has the concern or observation must be the person who records the incident; it cannot be passed on to another person.
· Please don’t use CPOMS to have a conversation.  It is essential however, to make an entry once you have followed up an action describing what the outcomes were.  So, if one of the actions is that you will make a phone call to a parent or agency, please make sure that the main points of this conversation is summarised on CPOMS too.
 d)  Categories: Every incident must be linked to a category. Select a category which you feel best describes your concern.  (See definitions list attached)

 e) Linked Student(s):  The use of this category is likely to be rare.  It is necessary to add a separate entry for each child, particularly if one is a victim and one an initiator.  If there is a child protection incident you may wish to link this with a sibling. Where a group of children have been involved in the same incident, it is preferable to copy and paste an entry so names can be changed rather than including them all.  However, if you are unsure, it is always best to check with the DSL or HT.
 f)  Body Map – Please complete if applicable.  
g)  Date/Time: Record the date and time of the incident itself.

h) Alert Staff Members: Each staff ‘group’ is represented by the buttons, clicking a button will mean that everyone in that group will be alerted and be able to read the Incident. To alert specific individuals start to type the name and options will appear. 
Who to Alert: (or Pre-Set Alerts) [School to determine protocols in this section]
· Alert SLT to all incidents
· Alert the class teacher of the child concerned
· If the child has an adult working with them 1:1 then it is a good idea to alert them
· You may want to alert the Year leader to keep them in the loop
· You may wish to alert the whole year team if it is an issue concerning several children or something that everyone needs to know. The alert will go to all the teachers, HLTA/LSAs and any other appropriate staff members working in that year group. 
· If it is an issue involving a parent or a health concern, then it is a good idea to alert the admin team as the parent or child are likely to end up in the office.
· If it is a child or family who the school or partnership family worker is involved with then she also needs to be alerted. 
  i) File(s): The option to upload documents is available here e.g. previous school notes, letter from social services (generally this will only be used by SLT, SENCO or Class teachers).  Before uploading a file, it is important to raise an incident simply stating the name of the file you intend to upload.  This will ensure the document in correctly listed in the child’s chronology.
  j)  Agencies: Select from the list of agencies pre-populated in the system if appropriate. 

  k)  Add Incident: Click to submit the incident and alert members of staff - remember YOU CANNOT EDIT THE INCIDENT ONCE IT IS SUBMITTED.  If you make a significant mistake and realise after it is submitted, take note of the incident ID number (top left corner of the incident) and let the administrators know.

  l)   Once you have finished adding the incident please remember to log out.

5. How will I know if I have an alert?

· As soon as somebody alerts you to an incident you will receive an email. If you click on the link in the email it will take you directly to the login screen where you can enter your password and read the alert. 
· If you have received several alerts you can read all the incidents at the same time.  You can do this via the dashboard or use the ‘see next’ alert button
· If the incident does not require an action from you then you can click on the ‘mark as read’ tab. The incident will then disappear. 
· If you need to act on the information, e.g. speak to the child or the parent, then don’t click on the ‘mark as read’ tab until you have completed the action and written a summary of the outcome in the ‘Action’ box. This can then be shared with the people who need to know what has happened. You can then click on the ‘mark as read’ tab. 
· Sometimes the school will need to obtain consent from parents to share information.  The will need to be recorded in the action box.
· It is better to keep the actions associated with an incident attached to that incident rather than creating a new incident. 
6. Elevated Access [schools choose whether or not to include this section]
· If you are a class teacher or member of SLT you can use the CPOMS app to elevate your access. (Helen Collin will provide instructions on how to do that for those who need it.) 
· Elevated Access allows you to search for a specific child (SLT can see all children, class teachers can see the children in their class). It is possible to access contact information, current attendance figures, review incidents and download documents from the child’s vault. 
· Further actions can be added to logged incidents if required. 
7. CONFIDENTIALITY

· Much of the information shared on CPOMS is extremely confidential. It should only be shared with people who need to know. If you are having a professional discussion about it with a colleague make sure that there are no children or other adults in earshot. 
· You must ensure that you don’t leave CPOMS open on your desktop particularly if your laptop is connected to an interactive whiteboard. 
· Remember to use the lock screen if you walk away and leave your laptop unattended.
· If you download a document in order to read it, you must delete it from your downloads once you have read it.

· You must never download documents onto a personal device (phone, tablet or computer).
· You must never forward information to a personal email account.
· Any scanned documents to be added must be uploaded to a secure folder.  Scans should be immediately deleted from computers once the document is uploaded to CPOMS, including from the recycle bin.  The hard document can then be destroyed.
8. Transfer:  CPOMS will be one of the school’s key sources for passing information to a new school both in year and at the point of school transfer.  When we transfer information it is vital that we follow Data Protection Legislation procedures, remembering that the information passed must only be that required by law (name, DOB, attendance etc), child protection information, or information that will support the child’s wellbeing where concerns have been raised about this.
· The categories that must be transferred are:
· Attendance
· Serious behaviours
· Bullying
· Child Protection
· Racism
· SEN 
· Medical
· Other transfer
· The tabs that must not be transferred are
· Raising a concern
· Low level behaviours
· Friendship issues
· Parental reported issues
· Vulnerable child 
The school is legally responsible for storage of records for pupils’ in elective home education and those who have moved abroad.  Records for CLA should be stored for 75 years, and SEN for 33 years from their date of birth.
There is likely to be information within the non-transferred tabs that is important for a new school to receive, because it is current or builds a picture over time (e.g., an ongoing friendship issue that could be avoided if the children are kept apart where possible).  As part of the ‘filing process’ before information is transferred, the appointed leader (HT/DHT/DSL) should view the non-transferred sections and tag any information that should be sent to the new school as other transfer.  Alternatively, it may be more efficient to tag the information to one of the transferable tags
9. Definitions for categories
Attendance: Any issues which affect attendance – lateness, odd days off, health issues, parent’s health (All staff) 

Raising a concern:  Any concerns about a child’s welfare/mental health that you feel the DSL or SLT need to be aware of. This could include, for example, children missing medical appointments, no breakfast, dirty clothes for a period of time, persistently no PE kit, persistently tired, missing what people are saying or a change in behaviour.  No concern about a child’s wellbeing is too small to report.  The DSL or senior leader may re-tag this information once reviewed.
DSL/Leader welfare concerns:  This category is for the use of leaders only who may wish to monitor information received in the ‘raising a concern’, ‘low level behaviour’ or ‘parent reported concerns’ tags.
Serious Behaviours: incidents that involve violent behaviour towards other children or staff, abusive or threatening language or destruction of property.  Incidents which result in an instant detention or exclusion. Parents will be informed of incidents in this category. (All staff) 
Low level behaviours:  incidents that are dealt with in school, but may have happened before and might indicate an emerging pattern. [This category can be used at the discretion of the school.  However, it is not recommended that CPOMS is used to record all behaviour issues as part of the school behaviour system.]
Bullying Incidents – Bullying can be defined as: deliberately hurtful behaviour, repeated over a long period of time, where it is difficult for those being bullied to defend themselves.  This category is for those who are the bully. The types of bullying that are likely to be included are: 
 Physical (e.g. hitting, kicking, theft) 
 Verbal (e.g. name calling, racist remarks) 
 Indirect (e.g. spreading rumours, excluding from social groups)

Homophobic/gender identification (these issues will also be reported to the school separately)
Cyber bullying

(SLT would be involved in any incidents of bullying and are the only group who will use this category.)

Child Protection: This category would be used for a child who has needed referring to social care, is being supported through Early Help, is subject to Child in Need plan or a Child Protection plan and has a social worker or family engagement worker assigned to the family. (This category would only be used by SLT/DSLs). Information about children looked after and children previously looked after will also be recorded under this heading.  Concerns about radicalisation and exploitation will also be recorded under this tag. (DSL/Senior Leader)
Parent reported concerns and incidents: This category can be used for any contact with a parent, face to face, by phone or written. (All staff)

Friendship issues: Persistent friendship issues which are stopping the child from learning or are affecting their mental health. Could be one child or a group of children. (All Staff)

Medical and health Issues: Any incident which is caused by a medical issue, a medical risk or mental health issue that all staff need to be aware of or a worsening of a medical condition which could affect the child’s wellbeing and attendance. (All Staff)

Racist Incident: Racist incidents can be reported by any staff member but it is wise to discuss this with a senior leader before entering the information onto CPOMs.  In addition to recording on CPOMs, you will need to complete a school racist incident online form with a senior leader.
SEN  Any incident which has occurred as a result of a child’s special educational needs. Any information, involvement or report from an outside agency.  All SEN records will be transferred even if this is not via CPOMS. (Class teachers or SENCo)

Vulnerable Child: Information sharing to flag up children of concern. Helps to keep relevant people in the loop and builds up a picture over time. This category is also used to record victims of bullying or children who have been caused distress by other children in school.  Additionally, it can be used to record information about bereaved children, parent medical issues that may have affected the child or children who have been affected by a change at home.
